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Welcome to CyberGenerations!  

CyberGenerations ï the Senior Citizensô Cyber Safety Initiative ïis designed to teach 

basic cybersecurity topics and to provide self-help resources for seniors who have been 

victims of a cyberattack.  

By obtaining this guide, you are committing yourself to be a smarter and safer user of 

internet-connected devices, such as cell phones and computers.  

We graciously thank AT&T for their premier sponsorship of CyberGenerations and for 

their support in keeping senior citizens protected from internet exploits. Much of the 

material found in this guide can also be found on AT&Tôs Cyber Aware website. 

Thank you for your participation in the program. We hope you find the information to be 

not only practical, but also enjoyable. 

 

Sincerely, 

 

Bernie Skoch 

CyberPatriot National Commissioner 

Air Force Association 
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INTRODUCTION TO CYBERSECURITY  

Welcome to CyberGenerations! This is your guide to cyber safety! Through this self-

paced guide, you will learn about the many doôs and donôts of being safe and secure 

while online.  

Before you get started, please take 2-3 minutes to complete the pre-program survey in 

the link below. Your honest feedback is extremely important in measuring the value and 

success of the CyberGenerations program, and for implementing improvements to the 

program content as needed. We greatly appreciate your participation. 

CyberGenerations Survey (via Google Forms):  

http://bit.ly/2Sk9Z5S 

 

You can also test your cybersecurity knowledge on AT&Tôs Cyber Aware site: 

AT&T Cyber Aware Quiz: 

How Cybersecure Are You? Assess Your Personal Risk 

Quiz URL: https://soc.att.com/38SdKVA 

 

WHAT IS CYBERSECURITY? 

Cybersecurity is the protection of internet-connected systems ï including hardware, 

software, and data ï from cyberattacks.1 

It is important to be aware of the potential threats of cybercrime because it affects us 

all. According to one report, cybercrime is one of the toughest challenges that the world 

is facing today, and it is set to cost the world up to $6 trillion dollars annually by 2021.2 

 

WHY IS IT IMPORTANT TO BE SAFE ONLINE? 

We rely on computers, mobile devices, and the internet for many things in our day-to-

day lives. A lot of our data is stored online or on computers. Even if you donôt use 

computers regularly, or at all, it is still possible that your data is at risk. 

To explain this better, letôs look at some myths about the internet: 

¶ Myth 1 ï If you didnôt put your information online, you are untraceable and 

therefore safe from intrusions.  

Truth: Publicly available government records, court records, or records of any 

organization or committee that you are a member of are all viable sources of 

personal information.  

http://bit.ly/2Sk9Z5S
https://soc.att.com/38SdKVA
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¶ Myth 2 ï Information you post online is only shared with your family and friends.  

Truth: The internet is a mysterious place and you never know where your 

information will ultimately end up. Even if you are being careful and deleting data 

that exposes personal information, thereôs always a chance that your personal 

information has been copied and stored in a location where it can be accessed 

by criminals.3 

  

PERSONALLY IDENTIFIABLE INFORMATION (PII)  

Personally Identifiable Information, or PII, is any data that can be used to identify a 

particular person.4 

¶ First Name or Last Name 

¶ Social Security Number 

¶ Driverôs License or State ID Card # 

¶ Passport Number 

¶ Credit Card Number 

¶ Security Question Answers 

¶ Passwords 

¶ Fingerprints 

¶ Health Insurance information 

¶ Medical Records 

If a company suffers a data breach, an important concern is whether or not the 

attackers have gained access to the personal data of the customers that do business 

with that company. Exposed PII can be sold on the dark web and used to commit 

identity theft, putting breach victims at risk. That is why itôs important to protect your PII 

and limit how often you share it, and who you share it with.

 

Did you know? The Equifax data breach in 2017 exposed the Social Security 

Numbers of 146 million people and the names and birthdates of 147 million 

people.5 

 

PHYSICAL THREATS TO PII  

Before we dive deeper into cybersecurity threats from our online activities, we must 

discuss some offline threats which are just as dangerous. 

Dumpster Diving: In terms of cybersecurity, dumpster diving is a practice of salvaging 

information that could be used to carry out a cyberattack. Itôs not just limited to 

searching through the trash for obvious clues like passwords or PINs.  Attackers can 

also use information like phone lists, calendars, or address book pages to carry out 

malicious activities.6 



3 

Shoulder Surfing: Shoulder surfing refers to the act of acquiring personal or private 

information through direct observation. Shoulder surfing involves looking over a 

person's shoulder to obtain vital information while the victim is unaware. This is most 

common in crowded places where a person uses a computer, smartphone, or ATM.7 

SECURING MOBILE DEVICES 

Mobile devices are portable or handheld devices that have data or can connect to 
another device that has data. Common examples of mobile devices include:  
 

¶ Smartphones 

¶ Laptops 

¶ Tablets 

¶ Digital Cameras 

¶ Pagers 

¶ Smart watches (e.g., Apple Watch) 

¶ Flash drives 
 
 
Because these devices can store and share data, itôs important to keep them protected 
from cyberattacks. Here are some tips on how to do that:8 
 

¶ Keep security software updated. 

¶ Delete apps that you are no longer using. 

¶ Disable Wi-Fi and Bluetooth when not in use, especially in public places. 

¶ Make sure to use strong passwords to lock your devices.  

¶ Think through what personal information youôre allowing your apps to access.  

¶ If an app appears sketchy, read the reviews and scan the privacy policy before 
installing it on your device. 

¶ Log out of social media apps once you are done using them. 
 
If you lose a device (for example, your smartphone), there is a way to locate it:  
 
Android Device: 
If you've added a Google Account to your device, Find My Device is automatically 
turned on. To use Find My Device, your lost device must: 
 

¶ Be turned on 

¶ Be signed into a Google Account 

¶ Be connected to mobile data or 
Wi-Fi 

¶ Be visible on Google Play 

¶ Have location turned on 

¶ Have Find My Device turned on 
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1. Go to android.com/find and sign into your Google Account. 
2. The lost device gets a notification. 
3. On the map, you'll get info about where the device is. 
4. Pick what you want to do. If needed, first click Enable lock & erase. 

a. Play sound: Rings your device at full volume for 5 minutes, even if it's set 
to silent or vibrate. 

b. Lock: Locks your device with your PIN, pattern, or password.  
c. Erase: Permanently deletes all data on your device. 
 

Apple Device: 
Find the approximate location of your iOS device (Apple Watch, AirPods, iPhone, 
MacBook) by using Find My iPhone on iCloud.com. You can locate your device if: 
 

¶ Find My iPhone is set up on the iOS device you want to locate. 

¶ Apple Watch is paired with an iPhone 

 
1. The iOS device is online. Click óAll Devices.ô In the list, the dot next to the device 

indicates its status:  Green Dot = Online | Gray Dot = Offline 
2. If the device is online and can be located, its approximate location appears on 

the map. 
3. If device canôt be located, the last known location is displayed for up to 24 hours. 
Select ñNotify me when foundò to get an email when it comes online. 9 

 

WEB BROWSER SAFETY 

A web browser is a software application used for retrieving, presenting, and navigating 

information resources on the World Wide Web.10 

The browser is the primary apparatus through which viruses enter the computer, but it 

can also be the first line of defense against computer viruses. The following internet 

browsers are recommended for safe browsing: 11 

Microsoft Edge https://www.microsoft.com/en-us/edge 

 

Google Chrome https://www.google.com/chrome/ 

 

Mozilla Firefox  https://www.mozilla.org/en-US/firefox/ 

 

Opera   https://www.opera.com (has built-in VPN) 

 

Safari (macOS) https://support.apple.com/downloads/safari 

https://www.microsoft.com/en-us/edge
https://www.google.com/chrome/
https://www.mozilla.org/en-US/firefox/
https://www.opera.com/
https://support.apple.com/downloads/safari
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Did you know? Google has 90.46% of the search engine market share 

worldwide and it receives over 63,000 searches per second on any given day.12 

 

WEB BROWSER SAFETY TIPS 

¶ Use pop-up blockers.  Pop-up 
rules can be changed in a 
browserôs ñSettingsò or 
ñOptionsò menu 

¶ Look for the ñSò after http in the  
web address, indicating the  
website is secure 

¶ Look for a padlock in the 
address  
bar. The padlock indicates 
secure mode.  

¶ Make sure automatic updates 
are turned on and working 
efficiently. 

¶ Beware of using the autofill and built-in password management feature in your 
browser. Autofill fills in the fields on a form automatically, according to the 
information that the user has previously used. 13 

 

Browser Symbols and what they mean: 

¶ Connection to site is not secure 

¶ Information OR connection to site is not secure 

¶ Connection is secure 

¶ Warning OR connection to site is not secure 

¶ Connection to site is not private / not secure 

 

 

 

 

Η 
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PASSWORD MANAGEMENT 

Imagine the following scenario:  

Susan was very active online. She especially liked the convenience of 

online shopping and managing her bank account from home. Susan had 

used the same password for her personal accounts for many years 

because it was too much of a hassle to remember multiple passwords. She was 

convinced that one password was perfect for her online activity. 

One day Susan attempted to log in to her personal email account, but found that she 

couldnôt log in. This seemed odd to Susan, so she tried to log into her online bank 

account using the same password. Susan was relieved to find out she was able to get 

into her online checking account but soon realized she had a mysterious withdrawal for 

$500. What happened?! 

After speaking to her bank over the phone, it was confirmed that the bankôs customer 

database was breached earlier in the day. They had sent an email warning customers 

of the compromise, but of course Susan wasnôt able to see the warning. Susan soon 

realized that whoever had access to her bank account information had also changed 

her email password. Susan thought this only happened to other people. What should 

she do? 

In this Password Management section, you will learn the importance of setting strong 

passwords and the steps you can take to make your log in credentials more secure.  
 

Did you know? For every incident of violent crime, approximately three 

incidents of internet crime were committed against seniors. 

 

CREATING STRONG PASSWORDS 

Passwords help protect our personal information on the internet, and they are often 

the only thing standing between cyber criminals and our sensitive data.  A strong 

password is not only important, but necessary. The examples below are not strong 

passwords because they use personal information that could be guessed by others. 

Bad/Weak Password Ideas Examples 

Birthdays Marchtenth, March10, 03101958 

Names (yours, pets, spouses, etc.) Shawn, Rachel, Kitty 

Dictionary Words Password, Monkey123 

Phone #/SSN/Sequential Numbers 5555551234, 123456789 
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Password length should always be at least 10 characters. The longer a password 

is, the harder it is to crack.  
 
Additionally, adding complex characters can help strengthen a password. Passwords 
should always include:  
 

¶ UPPERCASE letters 

¶ Lowercase letters 

¶ Numbers 

¶ Symbols (#$%^&?) 
 

The more of these you can include in a 
password, the stronger the password will 
be. NOTE: The example to the right is used to 

show variety of symbols and letters. Do not use any form of ñPasswordò as your password. 
 
Did you know? There are tools you can use to check the strength of your 
password or passphrase. Check yours today at 
https://www.betterbuys.com/estimating-password-cracking-times/14  

 

PASSWORDS FOR MOBILE DEVICES 

 

AT&T Cyber-Aware Tip:  

Mobile devices (like cell phones) need password protection too! Depending 

on the kind of device, there are multiple ways to lock and unlock it, including 

passcode, fingerprint, pattern-based lock or facial recognition. Use a long passcode 

number or a passphrase to strengthen the security. Short codes are easier to break. 

The pattern-based lock is less secure because scammers can trace the trail your 

fingers leave on the screen. 

 

MANAGING PASSWORDS 

In the scenario at the start of this section, Susan used the same passwords for all her 

accounts because it was too difficult to remember a new password for each new 

account. Susan also paid the price when all her accounts were hacked at the same 

time! 

If you create different passwords for each account, a breach in one system does not 

endanger your other online accounts. And keeping track of all these passwords does 

not have to be difficult. Base passwords and password management systems are 

useful tools for helping to manage passwords. 

https://www.betterbuys.com/estimating-password-cracking-times/
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BASE PASSWORDS 

To help keep track of various passwords, start with a base password and then add an 

abbreviation to the beginning or end that will remind you what account it is for. For 

example:  

 

PASSPHRASES 

We often use the term ópassword,ô but a passphrase is really what we should be using. 

A passphrase is a password composed of a sentence or a combination of words. 

Adding complex characters like symbols or numbers to a passphrase make it more 

secure ï and to help you remember it, you can use a phrase that has some significance 

or meaning to you. 

Whereôs the beef? Whrsd@b33f? 

[Phrase] [Passphrase] 
 

PASSWORD MANAGEMENT SYSTEMS 

A password management system is a software application that stores and manages 

a userôs passwords for various online accounts. A user can store account log-in 

information for all their accounts in one place, therefore only having to remember one 

main password. 

Account examples: 

¶ Email  

¶ Social Media 

¶ Banking/Finance 

¶ Healthcare 

¶ Shopping 

¶ Personal Info 

Some of the most popular password management systems are: 

 

 

These password managers can also be accessed as mobile apps. 

 

Account Base Password Site New Password 

Gmail Coconut!23$ GMA Coconut!23$GMA 

Facebook Coconut!23$ FAC Coconut!23$FAC 
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Changing passwords 

Most people only change their passwords when itôs required, or when theyôre a victim of 

a data breach. While itôs smart to change your passwords after a breach, thereôs no 

harm in changing them sooner.  

The recommended time for changing your password is once every 90 days. If 90 days 

is too often to change your passwords, make sure to change your passwords at 

least once every 6-12 months. And with password management system, thereôs no 

excuse for forgetting your new passwords!  

AUTOFILL AND SAVED PASSWORDS 

Most web browsers have their own systems for storing passwords and other personal 

information typically used when filling out online forms. While it is convenient to have 

that information stored directly in the browser, it is not necessarily safe. 

It is important to turn off your browserôs óremember password and autofill 

informationô settings. This is typically done from the browserôs settings, under a 

óprivacyô or ópasswords and formsô section. 

 

 

 

 

 

 

 

 

Upon signing into an account online, the browser 

may ask if youôd like to save the data or password 

used to log-in. You can opt-out by selecting ónot now.ô 

If you accidentally save a password or autofill 

information to the browser, you can delete the saved 

records by clearing the browsing data. This is usually 

found under the browserôs óhistoryô menu.  

Did you know? 63% of network intrusions are the result of compromised user 

passwords and usernames.    
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TWO-FACTOR AUTHENTICATION 

Many websites today use two-factor authentication when a person is trying to sign-in.  

Two-factor authentication is a security process in which the user provides two 

different authentication factors to verify themselves to better protect both the user's 

credentials and the resources the user can access. 15 

For example, after inputting your password, the site may also 

send a text to your phone with a code or PIN that must be 

entered to gain access to your account. 

Two Factor Authentication requires the user to have two out 

of three types of credentials before being able to access an 

account: 

¶ Something you know, such as a personal identification 

number (PIN), password or a pattern. 

¶ Something you have, such as an ATM card, phone, or fob. 

¶ Something you are, such as a biometric like a fingerprint or voice print. 

Some websites use two-step authentication as their standard log-in procedure, but 

other sites allow you to opt-in or opt-out of two-step authentication. It is recommended 

that you opt-in. This can be done in most account settings. 

COMPROMISED ACCOUNT: WHAT TO DO 

If you receive notification that your account has been compromised (a log in from a 

suspicious location, data breach at company, etc.), follow the steps below: 

¶ Immediately change the password for that account. 

o Many sites have a óSEARCHô box or óContact Usô option. 

o Look for the option to CHANGE PASSWORD. 

¶ Contact the service (Gmail, Yahoo, etc.) for support and/or to report an account 

breach. 

o Many site settings are located on the top right corner of the webpage. 

o Most sites have options to contact the company by email and by phone. 

Remember, legitimate company employees will NEVER ask you for your 

password or other sensitive personal information.  

¶ Check other accounts to ensure they have not been compromised. 

o If the sites have been breached, change passwords for the different 

accounts and contact the services directly. 
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SECTION REVIEW: PASSWORD MANAGEMENT 

 

Review Checklist 

 

 Use unique password for every account  

 Use 10+ mixed characters for strong password 

 Use a passphrase thatôs easy to remember but hard to hack 

 Monitor your accounts frequently 

 Consider using a password management system to help remember 

passwords in a safe way 

 Change your passwords every 6-12 months 

 Use Two-Factor Authentication  

 

 

 

Reflection Questions 

 

¶ How often should you change your passwords? 

¶ Have any of your accounts been compromised in the past four years? 

¶ Your close friend asks to have your password to send an email from your 

personal email account. How do you respond? 

¶ What are the three types of characters you should have in every 

password? 

¶ Ideally, how long should your passwords be? 

¶ How do you remember/store your passwords?  

¶ What do you think are the most common passwords? 

¶ Why should you not use the same PIN and password for all your 

accounts? 

¶ What are the advantages of two-factor authentication? 

¶ Do you write down your passwords? Why or why not? 

¶ What are the pros and cons of using a password management service? 
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COMMON INTERNET THREATS 

Imagine the following scenario: 

Allen received an email from his credit card company asking him to confirm 

his account. He hadnôt used his online account much and wasnôt even sure 

if he remembered the login password.  He recently saw in the news that 

security settings for online accounts are becoming more mainstream and he didnôt want 

to put himself in danger. Thinking the email looked legitimate, Allen followed the 

directions on the email and clicked the link to confirm his account settingsé 

Soon after, Allen began 

getting pop-ups on his 

computeré He realized 

his computer had fallen 

victim to Malware. 

 

 

 

 

 

In this section you will learn about the various threats seen on the internet, including 

malware, spoof emails, calls and texts, and the different kinds of social engineering. 

More importantly, you will learn easy-to-remember tips on how to avoid these common 

threats. 

 

MALWARE 

Malicious software, also known as malware, is any software intentionally designed to 

cause damage to a computer or computer network.  Malware can take many shapes ï 

from viruses that infect your favorite devices to spyware and adware that track your 

online activities. Malware is the leading cause of compromised information, so itôs 

important to recognize when your computer might be infected. 
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AT&T Cyber-Aware Tip:  

Symptoms of malware on your device include: 

¶ Sluggish or choppy performance 

¶ A barrage of unwanted pop-up ads  

¶ New and unfamiliar toolbar icons 

¶ Unauthorized account access or signs of fraud 16 
 

TYPES OF MALWARE 

Different types of malware have different effects on your computer system.  Letôs take a 

closer look at the various types: 

 

Virus Viruses spread from machine to machine through email 
attachments, malicious websites, spoofed links, file 
downloads, or shared files like ñfreeò movies. 
 

 

Worm Worms can infect and spread without human 
assistance. They scan networks, find weaknesses, then 
attack the system. 
 

 

Trojan Horse 
(Named after 
Greek mythology 
legend) 

Trojan horses are programs with hidden malicious 
functions. They look like something you want (e.g., 
file/attachment) but have malicious content. 
 

 

Adware Adware programs are designed to display unwanted 
ads on a computer. Sometimes they redirect the user to 
advertising websites and secretly collect data about 
their online activity. 
 

 

Spyware Spyware collects information about the user without 
their knowledge or consent, sometimes by tracking 
keystrokes and online activities. 
 

 

Ransomware Ransomware locks the user out of their computer, 
steals their data, encrypts it, and then demands a 
ransom to get it back. 
 
AT&T Cyber Aware Tip: Hackers are asking victims to pay 
ransom in cryptocurrency, because it is not traceable, nor is 
it insured.  No matter what the criminal demands, donôt send 
anything and donôt reply to the email or click on any links! 

 

 

Rogue 
Security 
Software 

Rogue security software comes disguised as legitimate 
software, but usually displays bothersome pop-up 
messages and prompts the victim to pay money to fix 
made-up issues. 
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Browser 
Hijackers 

Browser hijackers change browser settings without your 
permission. They inject unwanted ads into the userôs 
browser or replace the userôs home page with the 
hijacker page. They may contain spyware to steal 
sensitive information. 
 

 

Zombie A zombie is a type of software application that performs 
malicious tasks and allows an attacker to remotely take 
control over an affected computer.17 
 

 

HOW MALWARE SPREADS 

Malware can spread from one device to another by any of the following means: 

¶ The Internet: Visiting infected websites can expose your device to various 

malware. Once your device is infected, it becomes a repository and can infect 

other computers easily.   

¶ Online Media Downloads: Downloading media like movies, TV shows, or music 

from questionable online sources for free is not only illegal but can be potentially 

dangerous for your devices.  

¶ Downloading Free Software:  If you are downloading software for free 

(Freeware and Shareware), thereôs a good chance that you are also downloading 

undesirable programs along with the software. Sometimes they might try to add 

extensions and at other times they might install unwanted programs on your 

computer. 

¶ Using Removable Media: Malware can spread from one computer to another 

very easily through removable media like DVDs or USB thumb drives. Make sure 

that your anti-virus software is up and running before you use any such 

removable media.  

¶ Email Attachments: If you receive unsolicited emails with suspicious 

attachments, you should never download such attachments as they can infect 

your computer with malware. With over half the worldôs population using email in 

2018, itôs no wonder that this is one of the most popular methods used by people 

with malicious intent. 18 
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SOCIAL ENGINEERING  

Social engineering is a new name for an old con-artist trick. In this scam, a fraudster 

tries to gain your confidence by convincing you they are someone they are not, or 

someone whom you can trust, in order to get personal information from you. 

These con artists can approach you by phone, email, text or social media. Here are 

some of their usual tricks: 

¶ Claim to be a friend or family member in trouble 

¶ Pretend to be a company threatening to shut down an account or service 

¶ Pretend to be a company with a great discount offer or verifying account 

information 

¶ Claim to be a collection agent working on behalf of a government agency or 

company19 

To better identify if youôre the target of social engineering, letôs look at the different 

methods used to trick victims: 

PHISHING 

Phishing is when scammers use fake emails to ñfishò for information. These messages 

can look real, but link to fake websites. The website may also look like a trusted, well-

known company, but itôs all a trick to get your information ï such as Social Security 

number or bank and credit card account numbers. 

A more aggressive fake email may invade your computer with malware as soon as you 

open the email. 

Check these warning signs when you are not sure of an email: 

¶ Use common sense. Read emails carefully and make sure you know the sender. 

¶ Only open emails and attachments or links from a sender you know and trust. 

¶ Go directly to a companyôs published website if asked to fill out information. Do 

not use a link provided in an email. 

¶ Double check the message: Look for false ñfromò and ñsubjectò lines, spelling 

errors and grammar mistakes. 

¶ Ensure that a website is secure by checking to see whether there is an ñsò after 

the http in the address (https://) and a lock icon at the bottom of the screen ï 

both are indicators that the site is secure. Never enter payment information on a 

site that isn't secure. 

¶ Be vigilant. Monitor your bank and credit card statements for any suspicious 

charges or transfers.20 
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Here is an example of a phishing email: 

 

If you wonder whether an email is legitimate, contact the company named in the email 

by using a phone number or email you found through a trusted source. Most companies 

do not ask customers for information through email. To report a fraud attempt: 

¶ Report spam emails to Federal Trade Commission (FTC) at 

www.ftc.gov/complaint and to the organization impersonated in the email. 

¶ You can also report phishing by forwarding the suspected email to  

phishing-report@us-cert.gov. 

¶ Within your email there is typically an option to óReport as Spam.ô By clicking this 

option, the email is safely removed from your account and the email provider is 

made aware of the attempt. 

 

Did you know? 91% of cyberattacks begin with email phishing. 30% of 

phishing emails are opened and 12% of targeted victims then click on the 

infected links.21 

https://airforcehq.sharepoint.com/cyberpatriot/Shared%20Documents/CYBER%20EDUCATION/CyberGenerations/CyberGenerations%202.0/www.ftc.gov/complaint
mailto:phishing-report@us-cert.gov
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SPEAR PHISHING 

Spear Phishing is a more targeted type of phishing in which the attackers disguise 

themselves as trustworthy friends or entities to acquire sensitive information. 

The attacker first gathers information about the target and then uses that information to 

send fraudulent emails. They might pose as a business that you trust, like a store that 

you recently shopped at. They might offer you a big discount on a product, or they 

might ask you to reset your password or verify payment information. Here is an 

example of a spear phishing email: 

 

Much like phishing attempts, you should report all spear phishing emails. 

 

VISHING 

Vishing (voice phishing) is the attempt by phishers to gain 

confidential information over the phone.  

How to be prepared for a vishing attempt: 

¶ Be suspicious of all unknown callers and donôt trust Caller ID. 

¶ Ask questions: If someone is asking for personal information, 

ask them to identify who they work for and then check to see if they are 

legitimate.  

¶ Call the company back with a telephone number from your records or a number 

that is verified as legitimate. 

¶ Interrupt to make sure itôs not a robocall or recorded message.  
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AT&T Cyber-Aware Tip:  

If you receive an unwanted robocall: 

¶ Donôt try to outwit the con man by deliberately giving out wrong 

information. Just hang up.  

¶ Add your number to the National Do Not Call list at www.donotcall.gov. 

¶ Beware of spoofing attempts whereby the caller tries to disguise their 

identity by using numbers that appear to be legitimate.22 
 

SMISHING 

SMiShing is a text message that leads you to a fake website that imitates a real 

company. That site will ask for personal information ï username, password or credit 

card information. Itôs called SMiShing because texts are SMS or "short message 

system" messages. 

AT&T Cyber-Aware Tip: 

Hereôs how to help protect yourself for SMiShing: 

¶ Only open and reply to text messages from 

numbers you know and trust.  

¶ Donôt text back someone asking for 

personal information.  

¶ Donôt click on links included in a text 

message.  

¶ You can report spam texts to your carrier 

by forwarding it to the number 7726 (SPAM), free of charge. If youôre an 

AT&T customer, you can also contact the Fraud Department @ 800-

337-5373.23 

 

PROTECTION AGAINST COMMON INTERNET THREATS 

As youôve learned, threats are everywhere. In addition to the threat-specific avoidance 

practices mentioned throughout this section, there are a few other things you can do to 

protect yourself and your computer from common internet threats.  
 

ANTIVIRUS SOFTWARE 

Antivirus is software designed to detect and destroy computer viruses. It 

is important to remember that the terms ñanti-malwareò and ñantivirusò are 

often used interchangeably, even though malware and virus are two 

http://www.donotcall.gov/

































































